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PABOYAS NPOrPAMMA YYEBHOWU OUCLUUMNIUHDI

B1.0.03.07 Be3onacHoOCTb nNporpamMmmMHoOro obecne4yeHus

1. Koa n HaumeHoOBaHMe HanpaBfieHUA NOAroToBKU/cneunarnbHOCTMU:
10.05.04 NHdopMaLMOHHO-aHaNUTUYEeCKNe cucTtemMbl 6e3onacHoCcTun

2. Mpodunb noarotoBku/cneunanusaumvs; NHdopmaunoHHas ©e3onacHoCTb
PUHAHCOBBIX N SKOHOMUYECKUX CTPYKTYP

3. KBanudukauma BbinyCKHUKA: cneumanuct rno 3awmre nHgpopmaumm

4. dopma oby4eHUA: ovHas

5. Kachepgpa, oTBevaroLwasn 3a peanmsaumio QUCLUMNIUHbI: MaTeMaTUYE€CKOro aHanusa

6. CocTtaBuTENM NpOrpaMmmbil:

Hangiok dununn OneroBuy, Kang. us.-maT. Hayk, AOUEHT kKadeapbl MaTeMaTU4eCcKoro

aHarnmaa

7. PekomeHpoBaHa: Hay4yHo-meTogmyeckum CoBeTOM MaTemMaTUdecKkoro dakynbreTa,
npoTokosi Ne 0500-03 ot 24.03.2022

8. YueOHbIN roa: 2026/2027 CemecTp: 9



9. Llenu 1 3apaum y4e6HON ANCLUUNIIUHDI:

Llensmu oceoeHusi y4ebHOU OucyurniuHbl 181151H0MCH:

- 3HaHME MPUHLUMUMNOB NMOCTPOEHUS COBPEMEHHbLIX OMNepaLMOHHbIX CUCTEM U OCOBEHHOCTU MX
NPUMEHeHUs;

- 3HaHMe OCHOBHbIX BUOOB M yrpo3 6€e30nacHOCTN OnepaLmMOHHbBIX CUCTEM;

- 3HaHWe 3alUMTHbIX MEXaHW3MOB M cpeacTBa obecneyeHuss 6e30MacHOCTU onepaunNoHHbIX
CUCTEM;

- 3HaHMe CpeacTB 1 MeTOO0B XpaHEeHUs 1 nepegayn MHpopmauuu;

- 3HaHUe 3alMTHbIX MEXaHN3MOB 1 cpeacTB obecneyeHus ceTteBon 6e3onacHoOCTY;

- 3HaHMe CpeacTB 1N MeToa0B NPeaoTBpaLLeHNs N 0BHapPY>KeHUS1 BTOPXKEHWI;

- YMETb NPUMEHATb CPEACTBA aHTUBUPYCHOM 3aLMTbl 1 OOHAPY>KEHUS BTOPXKEHWI;

3adayu y4yebHoU OuCcyurnIuHbI:

- YMEeHMe OCyLeCTBNAATb Mepbl NPOTUBOOENCTBUS HapyLLUeHUsIM ceTeBon 6e3onacHoCTU C
NCNosib30BaHMEM PasfnMyHbIX NPOrpaMMHbIX M annapaTHbIX CPeACTB 3allnThl;

- MPUMEHATb  HaBblkM  6e30MacHOro  UCMONb30BaHUS  TEXHUYECKUX  CpeacTB B
npodgeccnoHanbHoOW AeATeNbHOCTY;

- BnageHne npodeccuoHanbHOW TepMuHosnorMen B obrnactu  MH(OpMaUMOHHON
6esonacHocTu;

- BnageHve HaBblkaMn HAaCTPOWMKN MeXCEeTeBbIX 9KPaHOB;

- BflageHne MeToMKOMN aHannsa ceteBoro Tpadomka;

- BnageHve MeTOAMKON aHanusa pesyrnbTaToB paboThl cpeacTB OBHapYXeHUS BTOPXKEHUMN.

10. MecTo yuyebHOM AncuMNuHbI B cTpyKkType OOI:

OucumnnuHa  «besonacHocTb  nporpammHoro  obecneyeHus»  OTHOCUTCA K
obsizaTenbHOM 4YacTu M BXoguT B rpynny y4ebHbix auvcumnnmH "MeToabl u cpeactea
obecnevyeHns MHpopMaumoHHonm GesonacHocTn" degepanbHOro  rocyaapCTBEHHOro
obpasoBaTenbHOr0  CcraHgapTa  BbICWWEro  NpodeccuoHanbHOro  obpasoBaHusi  NO
HanpasneHuto 10.05.04 «MHdOopMaLNOHHO-aHaANUTUYECKNE CUCTEMbI 6E€30MaCHOCTUY.

OucumnnuHa «be3onacHoCcTb NporpamMHoOro obecnevyeHusi» 6asmpyeTcs Ha 3HaHUSX,
NOSTyYEHHbIX NO ANCKPETHOW MaTtemaTuke, MHpopmaTmKe, MaTeEMaTUYECKON NOTNKE U TEOPUN
anroputmoB, 6e3onacHocTu ceten IBM.

MprnobpeTeHHble B pe3ynbTaTe 0byyeHUs 3HaHUS, YMEHUSA U HaBbIKM UCMNOSb3YOTCS B
paMKax nocrnegyloLwmx npeameTos:

- COBPEMEHHbIE NNaTeXHble CUCTEMbI N X 6e30NacHOCTb.

11. NMnaHupyeMble pe3ynbTaTbl 06y4YeHUs NoO AUCUMNIMHE/MOAYNIO (3HAHUS, YMEHUS,

HaBbIKM), COOTHEeCEeHHbIe Cc nnaHnpyembiMmun pe3ynbTatamMu oCcBOEeHUusA
obpasoBaTesnibHOW NporpaMmmbl (KOMNETEHUUAMU) U UHAUKATOPAMU UX AOCTUXKEHUS:
Kog HasBaHwne Koa(kl) UHankaTop(bl) MnaHupyemble pesynbTaTbl 00y4eHus
KOMNeTeHuun

Ol-lK-ll Cnoc06eH Ol_lK-113 OCYLLleCTBﬂﬂeT 3HaThb:
OCYLLECTBNATb CUHTE3 Mepbl - CYyWHOCTb MW TOHATWE WHGOPMALWW,
TEXHOMOrNM 1 npoTMBoAeNcTBM | MHQOPMaLIMOHHON  Ge3onacHocTn 1
OCHOBHBbIX S HApyLUEHMAM XapaKTEPUCTUKY ee COCTaBIISAOLLUX;
KOMMOHEHTOB 6e30nmacHOCTM C | - UCTOMHMKM M Krnaccudumkaumo yrpos
(yHKUMOHANbHOW 1 UCMonb30BaHMEM | MHOPMaLIMOHHOW Ge30nacHOCTY;
OGGCI‘I?‘-{MBa}OIJJ,eVI PasNYHbIX - OCHOBHble CpeacTBa U CMocobbl
YacTen co3aaBaeMbIX NPOrpaMMHbIX U obecneyeHus VIHq)OpMaLI.VIOHHOI?I




MHdOPMaLMOHHO-
QHaNUTUYECKUX
CUCTEM, B TOM Yucne
BbI6Op MeponpuaTuiA
no 3awute
nHdopMaLum

annapaTHbIX
CpeAcCTB 3allunThbl

©6es3onacHoOCTW, MPUHUUMBLI  NOCTPOEHUS
CMCTEM 3aluMTbl MHGOPMaUMK; cpeacTea
M  MeToAbl XpaHeHWs U nepegayun
MHdopMaLuu;

- MaTemaTnyeckme mogenu Wndpos;

- cpeacTBa M MeTodbl NPeaoTBpaLleHns 1
OBHapyXeHUs BTOPXEHNI;

- OCHOBHblE OTeYeCTBEHHbIEe n
3apybexHble cTaHgapTtel B obnactm
KOMMbOTEPHOM B6e30nacHOCTM

yMeTb:

- KknaccuduumpoBatb M OUEHMBATb
yrpo3bl MHopMaumnoHHON Ge3onacHoCcTH
ans obbekTa MHpopmaTnsaumuy;

- MPUMEHATb CpeacTBa aHTUBUPYCHOMW
3awwmThl 1 OBHapPYKEHNST BTOPXKEHWI
BNageTb:

- METOAVKOM aHanm3a CeTeBOro Tpaduka;
- MeTOOVKOM aHamnu3a pesynbTaToB
paboTbl cpeacTs OBHapyxeHus
BTOPXXEHUN;

- MeTogaMun 1 cpencrtesamMmm BbiABINEHUA
yrpo3  ©e30nacHOCTM  KOMMbIOTEPHbBIM
cucTemam

OlK-13

CniocobeH
Npov3BOANTb
HaCcTpoMKy u
obcnyxnBaHune
KOMMOHEHTOB
obecneunBatoLLien
YyacTtu
NMH(OPMaLMOHHO-
AHANUTUYECKNX
CUCTEM Ha BCex
3Tanax >XM3HEHHOro
LMKNa, BCTPOEHHbIX
CpeacTB 3aluThl
nHgopMauun,
BOCCTaHaB/IMBaTb X
paboTocnocobHOCTb
MpY BHELUTATHBIX
CUTyaumsix

OliK-13.4

HactpauBaer,
obcnyxneaet n
BOCCTaHaBnvBae
T cpeacTsa
3aLWmThI
nHdopMauun Ha
BCEX 3Tanax
XKN3HEHHOrO
umkna
WH(OPMALMOHHO
-aHaNUTUYECKNX
cucTem

3HaThb:

- MPUHUMNBI NOCTPOEHUs] COBPEMEHHbIX
onepaunoHHbIX CUCTEM U OCOGEHHOCTU KX
NpUMeHeHus;

- OCHOBHbIe BUAbl U Yrpo3bl 6e30NacHOCTY
onepaunoHHbIX CUCTEM;

- 3alUTHble MeXaHWU3Mbl
obecneveHus
OI'IepaLI,VIOHHbIX CUCTEM,

- MexXaHn3Mbl peanm3auv||/|
KOMI'IbIOTeprIX ceT4dXx,

- 3aWuTHble MeXaHU3Mbl " Cpe,lJ,CTBa
obecnevyeHus ceTeBon 6Ge30nacHOCTH
yMeTb:

- NPUMeHATb CcpeacTBa  aHTUBUPYCHOM
3aWMUTbl U OBHaPYXKEHUSI BTOPXKEHWNA;

- OCYLLECTBNATb Mepbl NPOTUBOAENCTBUS
HapylleHusiIM ceTeBol 6esonacHOCTU C
MNCcnonb30BaHUEM pa3J'II/I‘~IHbIX
nporpaMMHbIX UM annapaTHbIX CpeacTs
3alUuThl;

- MONb30BaTbCHA CpeacTBaMu 3alUUThI,

n cpeacTea
6e3onacHocTH

atTak B

npegocrtaBsndaemMbiMn cnctemMamum
ynpaBneHus 6asamu gaHHbIX

BNageTh:

- HaBblkaMy 6€30MacHOro MCNosb30BaHNS
TEXHUYECKNX cpencTs B
npodeccuoHanbHON AeATENBHOCTY;

- HaBblkaMW HaCTPOWKM MeEXCeTeBbIX
3KpaHOB;

- MeToOuKOW aHanusa pes3ynbTaToB
paboThbl CpeacTB obHapyxeHus
BTOPXXEHUH;

- MeTogamMun un cpencrtesamMmm BbiABNEHUA
yrpo3  6e30MacHOCTU  KOMMbKTEPHBIM
cucTemam




12. O6beM AUcCUMNNnHbI B 3a4eTHbIX eanHuuax/yac. — 2/72.

Popma NPOMEXYTOYHON aTTeCcTaLum 3a4€T.

13. TpyAOEMKOCTb N0 BUAam y4e6Hon paboThbl

TpyaoemMKoCTb
Buza yue6Hoit paboTbl Bcero [o cemecTtpam
Ne cemecTtpa: 9
AyOMTOPHbIE 3aHATUA 36 36
nekuuu 18 18
B TOM 4ucne: npakTuyeckune 18 18
nabopaTopHble
CamocTtosaTensHas pabota 36 36
B TOM 4mcrie: KypcoBas pabota (NpoekT)
dopma NpoMeEXYTOHHOM aTTecTaLmm
(3a4ém)
UToro: 72 72
13.1 CopepxaHme AUCLUMNITUHbI
Peanusa
ums
pasgena
avucumnn
Ne i/ HanmeHoBaHue pasgena CopepxaHue pasgena WHbI C
ancunninHbl ancuunninHbl NMOMOLLb
o
OHNawnH-
Kypca,
QYMK *
Nekuun

BeeneHuve B Teoputo
1.1 obecneyeHnsa 6esonacHOCTH
nporpaMmmHoro obecneveHuns

OcHoBHble NMPUYNHbI 3alNTbI

nporpammHoro obecne4venus (MM0O).

Knaccudukaums yrpo3s
6e3onacHocTtu MO. MNpumepsbl
peanusauumn yrpo3 6e3onacHoCTu
MO B cOBpEMEHHOM MUPE.
OcHoBHaga akcuomaTtuka u
TepMUHONOrNA. XU3HEHHbIN LINKIT
MO KOMMbIOTEPHbLIX CUCTEM.
MogenupoBaHue yrpos
6e3onacHocTu 10O. OcHOBHbIE
NpUHUMNBLI o6ecneveHns
©e3onacHocTu IMO.

TexHonornyeckas CTopoHa
1.2 | ocywecTBneHns 6e3onacHoCcT
no

MeToabl ookasaTtenbcTBa
"npaBunbHbIX" NporpaMmm 1 nx
cneundukauun. Cpeacrtea u
MeToabl aHanm3a 6e3onacHoCcTu
MO. MogenupoBaHue KOHTPONs
obecneyeHns HaaEXHOCTU




TexXHOnornyeckon 6e3onacHoOCTm
MO. Anroputmbl Co3gaHUsA
BGe3onacHbIX npoueayp.
Knaccudgukaumnsa nogxonos K
3awmTe paspabaTbiBaeMbIX
nporpamm. Metoabl
noeHTudrKkaumm nporpaMmm 1 mx
XapaKTePUCTUK.

1.3

JKcnnyaTaumMoHHasi CTopoHa
ocyLlecTBreHnsa 6e3onacHoCTm
no

MeToab! 1 cpeacTtea 3awmThl 10
OT KOMMNbIOTEPHbIX BUPYCOB.
BHeapenune metogos 3awuTsl MO
Ha aTane ero aKcnnyaTaumn.
Knaccudmkaums cpeacrs
NPOBEPKM LENIOCTHOCTU U
AOCTOBEPHOCTU NPOrpaMmMHOro
kopaa NO. OcHoBHblE Noaxoabl K
3awmTte NO ot
HeCaHKLMOHNUPOBAHHOIO
KOMMpoBaHuA.

1.4

[MpaBoBasi cTopoHa
opraHusauumn paspaboTku
nporpaMmm no obecneveHmto
B©esonacHocTn

HopmaTuBHbIE LOKYMEHTHI,
pernameHTupyroLmne
3awmwéHHocTb M0O. CtaHaapThbl.
CepTudurKaLmMOHHbIE NCNbITAHUSA
MO. MNcuxonorus
nporpaMMmmpoBaHUSI.
Yenoseyecknin haktop.

JTabopaTopHbie

paboTbl

2.1

BesonacHas akcnnyaTauma
web-6paysepos

MpnobpeTeHne HaBbIKOB
B6e3onacHoun paboTbl B cETU
NHTepHeT, co3gaHne 6e3onacHon
KOHpurypaumm web-6paysepos,
aHanmsa n KOHTPOISis MexaHu3ma
cookies.

2.2

KoHTporb 1 ynpasneHue
AO0CTYMNOM B onepaumoHHbIX
cucrtemax

OcBoeHune cpeacTB KOHTPONA U
ynpaBneHus 4OCTynom
nonb3oBaTenen K pecypcam
onepaunoHHON CUCTEMDI,
npnobpeTeHne HaBbIKOB
pacrnpegeneHnsi npas Ha NpuMmepe
doannosoun cuctembl NTFS B
cpeae Windows.

2.3

AHanus nporpammMHbIX
NoTanHbIX XO40B U 3awmTa oT
HUX

AHanus CTpykTypbl,
PYHKUMOHANbLHOCTU 1 yrpo3
NporpaMMHbIX NOTarHbIX XOA40B, a
TakkKe N3ydeHne MeToaoB 3aliunThl
OT HUX.

2.4

MeToabl HagEXHOWN nepenayn

OcBoeHune meToga XeMMUHra




JaHHbIX NMOMEXOYCTONYMBOrO KOANPOBAHUSA,
no3eonstoLero obHapyxmeaTtb U
aBTOMaTU4YECKN UCMPaBnsTb
OLKNOKKM, BO3HMKAKOLLME MpU
XpaHeHun 1 nepegade
MHdopMauu.

MonyyeHne NpaKTUYecKmx —
3awmra nporpammHoro HaBbIKOB 3aLLMTbI MPOrPaMMHOTO
obecneyeHus ot

25 obecneyeHuns oT

HECaHKLIMOHMPOBaHHOTO HeCcaHKLUWOHUpPOBaAHHOIo AoCcTyna ¢

Aocrtyna H P - AocTy
MOMOLLbIO Maponen.

MpunobpeTeHne HaBbIKOB 3aLLMTbI -
NPUNOXEHUI OT HereranbHoOro
MCMNONb30BaHUS, aHanM3a
MCMNONHSAEMbIX KOOOB B OTCYTCTBUM
NCXOOHbIX TEKCTOB U MPUMEHEHMS
cnoco6oB 3alnTbl Nporpamm ot
An3accemMbnnpoBaHUs U OTHaaKu.

3awuTa nporpamm ot
HeneranbHOro MCNofb30BaHNUS

2.6

13.2. Tembl (pasgenbl) AUCUUNIUHBLI U BUAbI 3aHATUN

Buabl 3aHATMIA (4acoB)

Ne
HanmeHoBaHne Tembl CamocToaT
n/ MpakTny | JlabopaTto
(pasgena) aucumnnmHbl Jlekumn efbHas Bcero
n eckume PHblE
paboTa

BeeaeHue B Teoputo
01 | obecneyeHus GesonacHOCTH 4 4 10 18
nporpaMmMHoOro obecrneveHus

TexHonormyeckasi CTOpoHa
02 | ocylecTBneHns 6 4 8 18
6e3onacHocTu MO

SKcnnyaTaumMoHHasi CTopoHa
03 | ocywecTBneHus 6 8 14 28
©e3onacHocTtu MO

[MpaBoBasi CTopoHa

04 | OPraHmsaunm pa3paboTku 2 2 4 3
nporpaMmm no obecneveHmto
6e3onacHoCTH

WNTtoro 18 18 36 72

14. MeToan4yeckue ykasaHmAa Ans ody4aroLWmxXcA No OCBOEHUIO AUCLUMIIUHDbI:

B npouecce ocBoeHMs OUCUUNIMHBI CTYOEHTbl AOSMKHbI MOCETUTb JIEKLMOHHbIE U
nabopaTopHbie 3aHATUS U coaTb 3a4€ET.

Yka3aHusi 4nsi OCBOEHUS1 TEOPETUYECKOrO N NPaKTUYECKOro Matepmana n caaym 3advéTa:

1. Obsa3aTenbLHOe nocelweHne NEKUMOHHbBIX U NTabopaTopHbIX 3aHATUN NO OUCLUUMNIIMHE C
KOHCMNEKTUpOBaHMEM W3Naraemoro npenogaBaTtesieM Matepuana B COOTBETCTBUM C
pacnucaHnem 3aHaTUNn.

2. MMony4yeHne B 6GMbNMOTEKE pPEKOMEHAOBAHHOM y4ebHOM nuTepaTypbl U INEKTPOHHOEe
KonnpoBaHne paboyer nporpamMmmbl C METOANYECKMMU PEKOMEHOAALMNAMM, KOHCNEKTA NEKLNNA.



3. KonnpoBaHue (3nekTpoHHOE) NepeyHsa BOMPOCOB K 3a4€Ty MO AUCUUNNVHE, a Takke
Cruvcka pekoMeHOOoBaHHOM nNuTepaTypbl U3 paboyen NnporpaMmmbl AUCLMMIVHDI.

4. MMpn noarotoBke K NabopaTopHbIM 3aHATUSM NO AUCUMNNHE HEOBXOAMMO U3YyYnUTb
peKOMeHOO0BaHHbIN NTIEKTOPOM MaTepuarn, UMeTb Npu cebe KOHCNEKTbl COOTBETCTBYIOLNX TEM
1N Heo6Xo4MMbI CNPaBOYHbIN MaTepuman.

5. PekomeHgyeTcA cregoBaTb COBEeTaM  JleKTopa, CBSA3a@HHbIM C  OCBOEHMEM
npegnaraeMoro marepmana, npoBecTu caMoCToATeNbHbIN IHTepHeT — Nouck MHgopmMaumnm
Nno Kn4eBbiM crioBam Kypca (Bugeocdphannos, annoB-npeseHTaumin, annos ¢ y4ebHbiMn
nocobusiMm) M O3HAKOMUTLCA C HANMOEHHOW WHoOpMauven npu MNOArOTOBKE K 3a4€Ty Mo
ANCUMNIInHe.

CTyoeHT gonyckaeTcsa K caadve 3adéTta, eCcnu MMeeT Ha pykax KOHCMEKT OCHOBHOIO
TeopeTu4eckoro matepmana c pasbopomM OCHOBHbLIX TUMOBbLIX 3aday, MMeeTca 3a4€T Mo
KOHTpOsbHON paboTe.

15. NepeyeHb OCHOBHOM U AONOJIHUTENBLHOW NUTEpPaTypPbl, PECYPCOB UHTEPHET,
HeobXoAUMbIX ANsi OCBOEHUSI AUCLUUNIIUNHDI:

a) OCHOBHas nutepaTypa:
Ne
n/n

1

NcTouHUK

BapaHoea, E. K. IHgbopmayuoHHasi 6e3onacHocmb U 3awjuma uHgopmayuu /
E.K. bapaHosa, A.B. babaw. — Mockea: PUOP: UH®PA-M, 2019. — 334 c.
[MpoepammHo-annapamHelie cpedcmea obecried4eHUs UHGbopMayUuOHHOU
6esonacHocmu / A.B. ywkuH, O.M. Bapcykos, E.B. Kpasuyos, K.B. CrnagHos;
2 rnod pedakyuet A.B. [lywkuHa. — Mockea: opsivas nuHusi-Tenekom, 2018. —
248 c. — [BnekmpoHHbIl pecypc] // JlaHb: anekmpoHHO-6ubriuomeyHasi
cucmema. — URL: https://e.lanbook.com/book/111053

AnewkuH, A.C. AninapamHsbie U ripogpaMMHbIe cpedcmea roucka
ysi3gumocmedl rnpu ModesuposaHuUU U aKcrsayamauyuu UHopMayUOHHbIX
cucmem (obecrneyeHue uHgopmayuoHHoU 6e3onacHocmu) / A.C. AnewKuH,

3 C.A. Jlecbko, [].0. XKykos. — Mockea: PTY MUP3A, 2020. — 1562 c. —
[GriekmpoHHsbIl pecypc] // JlaHb: anekmpoHHO-6ubriuomeyHas cucmema. —
URL: https://e.lanbook.com/book/167600
KoHcriekm nekyud rno Kypcy Mamemamuydeckue 0CHO8bI 3aujumsl UHGhopMayuu

4 u uHgopmayuoHHou 6e3onacHocmu / b.H. BopoHkos, FO.A. KpbixaHoecKas. —

BopoHex: BI'Y, 2017. — 77 ¢. — [OnekmpoHHbIl pecypc] //
URL:http://www.lib.vsu.ru/elib/texts/method/vsu/m17-76.pdf

Hecmepos, C.A. VHgbopmayuoHHas 6esonacHocmb / C.A. Hecmepos; C.-

5 lMemepb. nonumexH. yH-m lNempa Benukozo. — Mockea: FOpaum, 2018. — 321
C.

0) gononHuTenbHasa nuteparypa:

Ne
NcTouHmk
n/n
KasapuH, O.B. be3onacHocmb rpoegpamMmmMHO20 0becrneyeHuUs1 KOMbHMepPHbIX
6 cucmem [BriekKmpoHHbIt pecypc]. — M.: MITYTT, 2003. — 212 ¢. — pexum
docmyna http://window.edu.ru/resource/846/23846/files/kazarin.pdf,
Cc80600HbIU.
7 Kpakoeckuti, FO.M. HghopmayuoHHas be3onacHocmb U 3awuma uHgopmayuu
/ KO.M. Kpakoeckut.— M.: Pocmoe H/[]: MapT, 2008.— 287 c.
8 lanuuykui, A. B. Sawuma uHgbopmayuu 8 cemu - aHanu3 mexHosioaul u

cuHme3s peweHut / A.B. Nanuukud, C.4. Ps6ko, B.®. UlaHbeuH.— M.: MK



http://window.edu.ru/resource/846/23846/files/kazarin.pdf
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=7906&TERM=%D0%9A%D1%80%D0%B0%D0%BA%D0%BE%D0%B2%D1%81%D0%BA%D0%B8%D0%B9,%20%D0%AE.%D0%9C.%5B1,1004,4,101%5D&LANG=rus
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=7906&TERM=%D0%93%D0%B0%D0%BB%D0%B8%D1%86%D0%BA%D0%B8%D0%B9,%20%D0%90%D0%BB%D0%B5%D0%BA%D1%81%D0%B0%D0%BD%D0%B4%D1%80%20%D0%92%D0%BB%D0%B0%D0%B4%D0%B8%D0%BC%D0%B8%D1%80%D0%BE%D0%B2%D0%B8%D1%87%5B1,1004,4,101%5D&LANG=rus

[Npecc, 2004.— 613 c.

BabeHko, J1. K. 3awjuma uHghopmayuu ¢ ucrioib3o8aHueM cMmapm-kapm u

9 anekmpoHHbIx bperokos / J1.K. babeHko, C.C. Nwykos, O.b. Makapesuy.— M.:
lenuoc APB, 2003.— 351c.

UepemywkuH, A. B. Kpunnmozpaghuyeckue rnpomokorsibl. OCHO8Hble ceolicmea
u ysaseumocmu / A.B. HepemyuwkuH.— M.: Akademus, 2009.— 271 c.
AzpaHosckul, A. B. [pakmuydeckas kpurimozpagusi: Arizopummbi U ux

11 | npoepammuposaHue / A.B. AepaHosckul, P.A. Xadu.— M.: COJIOH-Ipecc,

10

2002.— 254c.
B) MH(OPMaLMOHHbIE 3NIEKTPOHHO-00pa3oBaTenbHbIE PECYPChI:
Ne
NcTouHmnK
n/n
12 3AnekmpoHHbIU kamasioe HayuyHou 6ubrnuomeku BopoHexckoeo
2ocydapcmeeHHo20 yHusepcumema. — (http // www.lib.vsu.ru/)
AnekmpoHHo-bubniuomeyHasi cucmema "KoHcyrnbmaHm cmydeHma". —
13 _ :
(http://www.studentlibrary.ru/)
14 AnekmpoHHo-b6ubnuomeyHas cucmema «M30amenbcmea JlaHb» . —

(https://e.lanbook.com/)
15 | GnekmpoHHo-6ubniuomeyHas cucmema "PYKOHT". — (https://rucont.ru/)

16. NMepeyeHb y4eOHO-MeTOAUYECKOrO o6ecnevyeHUs Ansi CaMOCTOATENIbHOWN paboThl:

Ne

NcToYuHMK
n/n

lMpakmukym no admMuHUCmMpupoBaHuUr rpoespammHo2o obecrnieyeHusi / N.B.
AH3UH. — Cmasponosnb: CK®Y, 2017. - 85 c. — [OnekmpoHHbIU pecypc] // JlaHb:
351IeKMPOHHO-bubniuomeyHasi cucmema. — URL:
https://e.lanbook.com/book/155248

Epmakoea, A.FO. MemoOdbi u cpedcmea 3awjumel KOMIbHMepPHOU
uHgpopmauuu / A.KO. Epmakosa. - Mocksa: PTY MUPJA, 2020. - 223 c. -
[BnekmpoHHbIl pecypc] // JlaHb: anekmpoHHO-6ubriuomeyHas cucmema. —
URL: https://e.lanbook.com/book/163844

lpockypuH, B.I". 3awuma e onepaluoHHbIx cucmemax / B.I". [IpOCKypuUH. —
Mocksa: Nopsiyas nuHus-Tenekom, 2016. — 192 ¢. — [OnekmpoHHbIU pecypc] //
JlaHb: anekmpoHHo-6ubniuomeyHas cucmema. — URL:
https://e.lanbook.com/book/111091

Kypc aucumnnuHbl NOCTPOEH TaknumM obpa3om, YToObl NO3BONUTL CTyAEHTaM NPOSBUTL
CrnocobHOCTb K camocTodaTenbHon pabote. [Ana ycnewHonm CcamMOCTOSATENbHON pPaboThbl
npegnonaraeTcs MHTEPAKTUBHbINA Anarnor ¢ npenogaBaTteneM, OCyLeCcTBNSeMbI C MOMOLLbIO
yOaneHHoOM CBA3M 4Yepe3 WHTEepHeT Ha nnatgopme obpasoBaTenbHOro nopTana
«ONEKTPOHHbIN yHMBepcuTeT BIMY».

CamoctosTenbHas pabota cTygeHTa, npexae BCero, 3aknyarca B U3yYeHuu
nutepaTypbl, AOMNOSMHAKOLWEN MaTepuan, nsnaraembln Ha nekuMm u B xoae nabopaTopHbIX
paboT. Heobxoommo oBnageTb HaBblkamMu GUGMOrpadU4ecKoro noucka, ymeTb HaxoauTb
nogxoasiline WUCTOYHMKM, TBOPYECKM U KPUTUYECKM nepepabaTbiBaTb WHGpOpMaumio,
Hay4uTbCS onpeaenaTb MeTodbl UccrefoBaHUn.


https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=7906&TERM=%D0%91%D0%B0%D0%B1%D0%B5%D0%BD%D0%BA%D0%BE,%20%D0%9B%D1%8E%D0%B4%D0%BC%D0%B8%D0%BB%D0%B0%20%D0%9A%D0%BB%D0%B8%D0%BC%D0%B5%D0%BD%D1%82%D1%8C%D0%B5%D0%B2%D0%BD%D0%B0%5B1,1004,4,101%5D&LANG=rus
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=7901&TERM=%D0%A7%D0%B5%D1%80%D0%B5%D0%BC%D1%83%D1%88%D0%BA%D0%B8%D0%BD,%20%D0%90%D0%BB%D0%B5%D0%BA%D1%81%D0%B0%D0%BD%D0%B4%D1%80%20%D0%92%D0%B0%D1%81%D0%B8%D0%BB%D1%8C%D0%B5%D0%B2%D0%B8%D1%87%5B1,1004,4,101%5D&LANG=rus
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=7667&TERM=%D0%90%D0%B3%D1%80%D0%B0%D0%BD%D0%BE%D0%B2%D1%81%D0%BA%D0%B8%D0%B9,%20%D0%90%D0%BB%D0%B5%D0%BA%D1%81%D0%B0%D0%BD%D0%B4%D1%80%20%D0%92%D0%BB%D0%B0%D0%B4%D0%B8%D0%BC%D0%B8%D1%80%D0%BE%D0%B2%D0%B8%D1%87%5B1,1004,4,101%5D&LANG=rus
http://www.lib.vsu.ru/%29
http://www.studentlibrary.ru/
https://e.lanbook.com/

17. OOpasoBaTesnibHble TEXHONOrMu, UcCnonb3yemMblie Npu peanu3auum y4eOHOW
OUCUMNNUHBLI, BKNO4Yas AUCTaHUMOHHbIe oOpa3oBaTtenbHble TexHonorun (OOT),
3neKTpoHHoe obyyeHue (30), cmewaHHoe 06Gy4eHune):

Mpn ocywecTBNEHUN CaMOCTOATENbHON paboTbl BO3MOXHA WHTEPaKTUBHAs CBA3b C
npenogaeaTtenieM 4epe3 ceTb WHTEpPHET Ha nnatdopme obpasoBaTenbHOro noprtana
«ONEeKTPOoHHbIN yHuBepcuTeT BIY». [NpoBoaaTca nHameuayasbHble OHMaWH KOHCYNbTauumn v
npoBepKa KOHTPOSIbHbIX paborT.

JTabopaTtopHble paboTbl OCYLWECTBAATCA C Mcnonb3oBaHnem 3BM un npuknagHoro
MO Ha cuctemax ¢ OC: Windows 10 n/unun Ubuntu 20.04.

18. MaTepnanbHoO-TeXHUYECKOEe obecneyeHme AUCLUNIINHDI:

YyebHble ayguTopum Ons NPOBEAEHUS NEKUMOHHbIX W MNPaKTUYeCKUX 3aHATUN.
KomnbloTepHble Knaccbl Ans  BbINOMAHEHUS MHAMBUAYANbHbIX 3adaHWi, OCHALLEHHbIE
NNUEH3NOHHBIM U cBOBOAHO pacnpocTpaHAeMbiM nporpaMmMHbiM obecnedeHnem: Windows
10, Ubuntu 20.04, Linux, cneuwnanusmpoBaHHoe aHTuBupycHoe [1O DrWeb Enterprise
Security Suite, cHudpdep Wireshark, nporpammHoe obecnedeHne gnsi BupTyanuaaumm
nepcoHanbHoro komnbtoTepa Oracle VM VirtualBox, web-6paysep Mozilla Firefox. B xoae
nabopaTopHbiX 3aHATMMA  3agencTtByeTca  yvyebHo-nabopatopHbli  cTteHg «CeTteBas
B©e3onacHoOCTb», CepTUPULMPOBaHHLIN annapaTHO-NporpaMmMHbIn Moaynb « Coborby.

19. OueHou4HbIe cpeacTBa ANs NPoOBeAeHUA TeKyLen U NPOMEXYTOYHOM aTTecTauum

MopsifoK OLEHKN OCBOEHMS 00y4YatoLmMmMmcst y4ebHoro maTepuana onpegensietcs
coaepkaHMeM crieayoLmx pasaenos ANCUUNINHDI:

Ne | ooon AvcrutHe Kouneren g5l OLeHOuHbIE CpeacTea
(mogyns) KOMMeTeHUnmn
BeeneHue B Teoputo OnK -11.3,
obecneveHus OrK-13.4
1 | 6esonacHocTK gw& 1113 YCTHbI onpoc
nporpamMmMHoro
obecneyeHus
TexHonornyeckas (())II'I_II<K11%)’:Z‘1
CTOpPOHa OrnK -11, o .
2 ocyEJ,eCTBneng OrK -13 YCTHbI ONpoC
6esonacHoctu MO
JKcnryaTaynoHHas %IHKK%:Z
3 g::?/EfeHc?aneHm %Ir_'l*é 1113 lMpakTnyeckoe 3agaHue
6e3onacHocTtn MO
[NpaBoBas cTopoHa OnK-11.3, YCTHbIN ONpoc oc
opraHvsauum OrK-13.4
4 pa3paboTku OnK -11,
nporpamMmm no OorkK -13
obecneyenHuto
BGe3onacHocTn
lMpomexyTouHasa aTTectaums KM
dopma KOHTPOIS — 3a4eT C OLLEHKOMN




20 TunoBble OUEHOYHble cpeAcTBa U MeToAMYECKMe MaTepuanbl, onpegensiowme
npoueaypbl OLueHUBaHUsA

20.1 TeKywMN KOHTPOJb yCNeBaemMocTun

KoHTponb ycneBaemMocTu No AUCUMMIIMHE OCYLLECTBMSIETCS C NMOMOLLbIO CreayrLLImnx

OLEHOYHbIX CpeacCTB.

6.
7

e TecToBble 3a4aHUA;
¢ [labopaTopHble paboThl;
e KoHTponbHas pabora.

[MpumepHbIl nepevyeHb 3adaHull MPO8EPKU MpakmMu4YeCKUX Haeblko8

MpeacTaBnTb goKa3aTenbCTBO NPaBUBHOCTU NporpaMmebl, NpeacTaBneHHon 6rnok-
CXeMOW.

CdopmumpoBaTtb 6e3onacHyto koHpurypaumo web-6paysepy Mozilla.

Onpenenntb KpUNTOYCTONYMBOCTL 3a4aHHOMO Napossi.

[MpoBecTn Ha NpuMepe cpaBHUTESbHbLIN aHaNM3 OLEHKN MHAOPMALMOHHOM CIOXHOCTU
nporpaMmmHoro obecnedeHna metpmkamu (Ha Bblbop) Xoncrtena, Makkenda, [hxunba un
YenuHa.

Cdopmuposatb 650K WG POBAHNSA NPOrpaMmmbl 418 UCKIHOYEHNST OTKPbITOro
XpaHeHus napons.

lMpoBecTun pasrpaHnyeHe gocTyna K Co34aHHOM narke.

MpoBecTn aHanun3 3agaHHoro darna cookies.

20.2 NMpomexyToyHana aTrecTauus

rlpOMe)KyTO‘-IHaﬂ arrecraumda no gucumniinHe ocyecTtendeTcAd ¢ NnoOMoLbio

crneayowmx OLeHOYHbIX CPeacTs:

©X® N OA~WDNE

e CobecenoBaHue no buneTtam K 3ayeTy.
lpumepHbIl nepeyvyeHb 80rPOCO8 K 3a4Emy

OcHoBHble yrpo3bl nporpammHoro obecneyenus (MO).

YKunsneHHbin uukn MO.

TexHonornyeckasa 6esonacHocTb 0.

OkcnnyatauuoHHas 6e3onacHocTb [10.

Mogenb yrpos l10.

MpuHUunel obecneveHns 6esonacHocTu MO.

dopmanbHble MeToabl AoKa3aTenbCTBa NPaBUIbHOCTY NPOrpaMm.
Cneuudomkaumm MeToaoB AokasaTenbcTBa NPaBUbHOCTU NPOrpamMm.
. MeToabl ananusa 6e3onacHoctu NMO.

10 MeTonabl o6ecneyeHns HagEXHOCTH nporpamm gnsa KOHTpoda Ux TEXHONOMMYeCKon

©e3onacHoCTMW.

11.CtaHgapTbl CO34aHUsA anropuTMmyeckn 6e3onacHbix npoueayp.
12.Knaccudumkaums noaxoaoB K 3amTte paspabaTbiBaeMbixX NporpamMm.
13.MeToabl naeHTumKaumm nporpaMmm 1M X XapakTepUCTUK.

14.CpepcTBa 3awmTbl NporpamMmM OT KOMMbIOTEPHbLIX BUPYCOB.

15.MeTogbl ob6ecneyeHnst LenoCTHOCTU UCMONb3yeMOro NporpaMmMHOro Koaa.
16.CpeactBa obecneveHuss 4OCTOBEPHOCTU NPOrpaMMHOro Koga.

17.3awuTa nporpamMmm OT HECAHKLMOHMPOBAHHOIO KOMMPOBAaHMUSI.



18.HopmaTtunBHble LOKYMEHTbI, pernaMmeHTupytoLme 3awmiéHHocTb MO.
19.CepTrdrKaLMOHHbIE UCMbITAHUSI NPOrPaMMHbIX CPEACTB.
20.YenoBeuveckuin hakTop B npoLecce nporpaMMMpoOBaHuS.

[ns oueHnBaHuUs pe3ynbTaToB 06y4YeHUss Ha 3a4€Te NCMONb3YHTCH CreayoLIMe nokasarTenu:

3HaHMEe OCHOBHbLIX MOHATMIA MHGOPMaLMOHHOM ©e30MacHOCTU N OOBLEKTOB 3aLUThbI
WHOPMaUUKM;  KIKOYEBLIX  COCTaBMSAKOWMX  MHGOPMaUMOHHON  6e3onacHoCTY;
0COBEHHOCTN OpraHM3aUMOHHOM 3aLLMTbl KOMMNBbIOTEPHbLIX MHPOPMALMOHHBIX CUCTEM 1
ceTeun; KpUTepueB Krnaccngukaumm yrpos; CtTaH4apToB yrnpasneHns MHQPOPMaLNoOHHON
6€e30NacHOCTbLIO U UX POSW.

YMeHuve knaccuduumpoBaTh BO3MOXHbIE BUAbLI Yrpo3; co34aBaTb NO3TaNHO CUCTEMbI
ynpaenenus Wb; npuMeHATb CpeAcTBa aHTUBUPYCHOW 3aluuTbl M OBHapyXeHus
BTOPXXEHUI; OLeHnBaTb WHMOPMALMOHHbIE PUCKM HA OCHOBE MOAENU Yrpo3 U
YySI3BMUMOCTEW M YNPaBnsTb UMU; OCYLLECTBIATb MEPbl NPOTUBOAENCTBUS HAPYLLEHMSM
ceTeBOW 6€30MacHOCTM C MCMNOSb30BaHWEM PasfMYHbIX MPOrpaMMHbIX U annapaTHbIX
CPEACTB 3alUUThI.

BrnageHne OCHOBHbIMW MOHATUMAMWU WHAOPMAaLUMOHHOM 6e30MacHOCTK; opraHM3aunm
3aLMTbl KOMMNBIOTEPHBIX MHPOPMALMOHHBIX CUCTEM U CETEN; yNpaBlieHNEM pUcCKkamMu 1
NCNoNb30BaTb KOHTPMEPLI; MEeTOAaMM OLEHKM 3alULEHHOCTU MHMOOPMAaLMOHHBIX
cucTeM MHAPOPMaLIMOHHBIX PUCKOB.

YpoBeHb
- Lkana
KpuTepun oueHnBaHua KOMNETeEHUNN | COOPMUPOBAHHOCTH OLIEHOK
KOMNEeTeHUNNn
[octatoyHoe BnageHve martepuarnom:
npaBunbHble U  KOHKpeTHble, 6e3 | [MoporoBbi
rpyobix OWKMOOK OTBETHI HA OCHOBHbIE | YPOBEHb U/UNK 3auTteHo

BOMpoOChHI, Cc BO3MOXXHbIMU | BbilL€ NMOPOrosoro
HETOYHOCTAMU B OTAEJIbHbIX OTBETAX;,

Mnoxoe BnageHne maTepuanom: oTeeT
HeBEpeH, OTCYTCTBME OpWeHTauuMuM B HesauteHo
npegmeTe

Hwxe noporosoro
YPOBHS




